Abstract-A method for finding the most vital edge based on the characteristic of network communication is proposed. The link importance is determined by its using frequency in all-pairs shortest paths of a network and the most vital edge results in the highest frequency. Without the commonly used edge-deletion and edge-contraction methods, the proposed algorithm directly reflects the edge's contribution to the network communication and the relative importance of each pair of edges in the network can be compared. The algorithm analyses and the experimental results show that this algorithm overcomes the currently existent problems and provides a more reasonable principle for ranking edges which is consistent with our intuitive judgments.
I. INTRODUCTION
With the advent of pervasive computer applications and due to the proliferation of heterogeneous wired and wireless computer networks, the network reliability research has become paramount. One direction of the network reliability research focuses on the link importance evaluation, which provides crucial evidences for network construction, maintenance and restoration. During the construction of communication networks, it is an effective approach to increase the reliability of networks that the most vital links are obtained more attention to reduce their failure rate. By reason of intentional attacks or random failures, faults of links occur frequently in communication networks that influence the network reliability greatly. When several links fail simultaneously, it is efficient to maintain these failed links according to their importance to restore the capability of the communication networks.
Existent evaluation methods of link importance have been summarized and listed as follows: 1) The shortest path method: Malik, Mittal and Gupta [1] proposed that the k most vital edges in a network were those whose removal from the network resulted in the greatest increase in the shortest distance between two specified nodes. Ball, Golden and Vohra [2] added the cost restriction of the subset of the removed k edges based on [1] . Nardelli, Proietti and Widmayer [3] converted the analysis of the subset of k edges into every single edge, so that each edge could have its relative importance. The detour was used to analyze the distance change of the shortest path and then the time complexity of this method was decreased in [4] . 2) The reliability polynomials method: Page and Perry [5] presented the definition 1 that the relative importance of two edges in a network could be compared by computing the reliability polynomials of the network with the edge deleted and contracted respectively. The edge deletion means to remove the edge from the network and edge contraction means to delete the edge and join the two terminals into a single node.
3) The minimal-size pathsets and cutsets method: The definition 2 in [5] replaced the comparison of the reliability polynomials with the combination measures bases on considerations of minimal-size pathsets and cutsets. 4) The method of the weight of the minimum spanning tree: Liang and Shen [6, 7] proposed that the removal of the k most vital edges resulted in the greatest increase in the weight of the minimum spanning tree. 5) The method of the number of spanning trees: Tsen et al. [8] and Rao [9] presented that the most vital edge of a network was the edge whose deletion most drastically decreased the number of spanning trees. Chen et al. [10] proposed that the contraction of the most vital edge maximized the number of spanning trees.
The shortest path method [1] [2] [3] [4] selects the fixed source and terminal nodes, so only the edges belonged to the shortest path can be evaluated. It can not judge the importance of all the edges. The method of the weight of the minimum spanning tree evaluates the link importance in the weighted network. The importance is closely related to the weight of edges, which is only assumed randomly in [6, 7] . So this method can not obtain the reasonable evaluation. The ranking of edges obtained by reliability polynomials method proved more accurate than that obtained by the minimal-size pathsets and cutsets method in [5] . However, the reliability polynomials method needs to carry on the importance comparison between each pair of edges one by one and then it can obtain the link importance ranking of the whole network. Still, some edges can not be compared and the link importance ranking results of the networks in [5] also showed and proved it.
Most of current link importance evaluation methods are based on this criterion: the most vital link is the one whose failure(deletion) results in the largest decrease of the networks performance such as the shortest path and number of spanning trees as mentioned above. The biggest problem of link deletion is that when evaluating the serial edges and those edges whose deletion causes the network to fragment, these methods can not distinguish these edges' importance which is intuitively different and merely obtain the same ranking. Although the method of the number of spanning trees [10] and the reliability polynomials method [5] take the link contraction as their evaluation criterion, the equivalence of the link deletion and contraction in the method of the number of spanning trees was proved in [10, 11] and the appendix A in this paper proves the equivalence in the reliability polynomials method. This paper proposes a link importance evaluation method based on the characteristic of network communication. The link importance is determined by its using frequency in allpairs shortest paths of a network and the most vital edge results in the highest frequency. Without the commonly used edge-deletion and edge-contraction methods, the proposed algorithm directly reflects the edge's contribution to the network communication. Furthermore, it normalizes the link importance so that the relative importance of each pair of edges in the network can be judged. Compared with the reliability polynomials method [5] and the method of the number of spanning trees [8] [9] [10] , the proposed method provides a more reasonable principle for ranking edges which is consistent with our intuitive judgments and reflects the influence of edges on the performance of network communication directly and efficiently. This paper is organized as follows: In Sec. II we present our algorithm. The algorithm simulations and comparison are provided in Sec. III. Finally, we draw some conclusions in Section IV.
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II. THE ALGORITHM

A. Analysis of current algorithms
The reliability polynomials method [5] and the method of the number of spanning trees [8] [9] [10] are supposed to be the most efficient ones of all the existent link importance evaluation methods. They both evaluate the link importance from the view of the whole network.
The reliability polynomials method defined that e 1 > e 2 , if both (1) and (2) were satisfied. 2 1
According to the definition, the reliability polynomials method needs to use (1) and (2) to carry on the importance comparison between two edges one by one and then it obtains the link importance ranking of the whole network. Derived from (1) and (2), the results of the reliability polynomials method are associated with the edge reliability p. For some edges in a network, different value of p will lead to the opposite results of link importance. Therefore, the importance of these edges can not be compared. The link importance ranking results of the networks in [5] also showed and proved it.
When evaluating the serial edges and those edges whose deletion makes the network disconnected, the reliability polynomials method and the method of the number of spanning trees can not distinguish the importance of these edges. G1 with 5 serial edges in Fig.1 is examined for example. For the reliability polynomials method, when any edge in G1 is deleted, the network is disconnected, so the reliability is zero. Because of the equivalence of the link deletion and contraction in the reliability polynomials method and according to (1) and (2), all the 5 edges in G1 have the same importance. If G1 is a part of a network G1' and the deletion of any edge in G1 does not disconnect G1', the remaining edges in G1 must be reliable in order to ensure the all-terminal reliability Figure 2 . The nondirectional network G2, used by [13] .
because of the edges' serial relationship. Each edge has the same reliability p and then the reliability polynomials will be equal after the deletion of any edge. Therefore, the reliability polynomials method can not distinguish the importance of serial edges.
For the method of the number of spanning trees based on the edge contraction [10] , when any edge in G1 is contracted, the same network will be obtained with the same number of spanning trees, and then all the 5 edges in G1 will have the same importance. Due to the equivalence of edge deletion and edge contraction [10, 11] , the method of the number of spanning trees based on the edge deletion [8, 9] will also obtain the same result.
With the intuitive judgments, e 3 is the most vital edge of G1, and that e 1 and e 5 are the least important ones. Therefore, the link importance rankings of the reliability polynomials method and the method of the number of spanning trees are not in line with one's intuition.
B. Presenting and description of the proposed algorithm
In real-life network communication, the data packets are usually transferred through the shortest path with prior choice. The edges included in the shortest path play an important role in the performance of the network such as the transmission delay and the throughput. The larger the using frequency of an edge in all-pairs shortest paths is, the more important and more influential on the performance of the network communication the edge is.
Firstly, the proposed algorithm needs to obtain the allpairs shortest paths of the network G. There are many researchers dedicated to the acquisition of the all-pairs shortest paths, and the algorithm proposed by Moffat and Takaoka [12] is the most efficient one for the network model in this paper. The all-pairs shortest paths represented by ( 1,2, , ) j path j K = are derived by the algorithm in [12] . K denotes the number of the all-pairs shortest paths and 2 n K C = ，where C is the combinations of node pairs. Then the using frequency f i of each edge in all-pairs shortest paths was counted respectively. When there is only one shortest path between a certain pair of nodes, the using frequency of the edges in this shortest path is increased by 1. When there are ( 2) d d ≥ shortest paths between a certain pair of nodes, the using frequency of the edges in each shortest path is increased by 1/d.
The using frequency of an edge reflects its function and importance in the network communication. The importance of an edge is judged by comparing its using frequency. The larger the using frequency of the edge is, the more important the edge will be. The edges with the same using frequency have the same importance. In order to compare the link importance intuitively, the link importance is normalized by assuming
Where 2 n K C = and t i represents the normalized importance of the edge e i . The bigger t i is, the more vital e i is.
C. Illustration of the proposed algorithm
The network in Fig. 2 is used to illustrate the proposed algorithm. The all-pairs shortest paths are obtained first as follows. Table  I . The path3 contains two shortest paths, so the using frequency of edges in them is increased by 1/2.
It can be seen from Table I that the link importance ranking of G2 is e 1 =e 2 =e 4 =e 5 >e 3 shorten as e 1 ,e 2 ,e 4 ,e 5 >e 3 .
D. The computational complexity of the algorithms
For the network G with n nodes and m links, the reliability polynomials method uses a factoring approach similar to that in [14] to generate the reliability Figure 3 . The nondirectional network G3, used by [15] polynomials. It needs to generate the reliability polynomials of G-e i and G*e i for each e i in G. The generating of each polynomial contains 2 m-1 times decomposition. So the time complexity of the reliability polynomials method is O(m·2 m ). The method of the number of spanning trees has to compute the number of spanning trees after the deletion of each link. According to [8] , the algorithm can be processed in O(m·n 2.376 ) time. The time complexity of the proposed algorithm is O(log 2 n·n 2 ) by using the all-pairs shortest paths algorithm in [12] . Table II lists the time complexity of the three algorithms. Appendix B proves that the proposed algorithm outperforms other two algorithms in time complexity. Fig. 1 is made use of to illuminate the algorithms. The proposed algorithm and the algorithms in [5, 10] are used to analyze G1. The algorithms are all simulated in Matlab (version 7.0.0). The all-pairs shortest paths are as follows. The results are listed in Table III. According to Table  III , the algorithm in [10] obtains the same number of spanning trees after the contraction of each edge, so each edge has the same importance. The algorithm in [5] gets the same reliability polynomials after the contraction and deletion of each edge respectively. According to [5] , the link importance of each edge is equal. The results of the proposed algorithm are judged from t i , and the link importance ranking of the algorithm is e 3 > e 2 ,e 4 > e 1 ,e 5 which is consistent with our intuitive judgments. The proposed algorithm figures out the shortages of the algorithms in [5, [8] [9] [10] , and evaluates the link importance of G1 reasonably.
II. PERFORMANCE SIMULATIONS
A. Example 1
B. Example 2
The proposed algorithm, the reliability polynomials method in [5] and the method of the number of spanning trees in [10] are applied to G2 in Fig. 2 . The algorithms are all simulated in Matlab (version 7.0.0). The three algorithms obtain the same ranking of link importance: e 1 ,e 2 ,e 4 ,e 5 >e 3 . The results validate the proposed algorithm.
C. Example 3
In this example, the three algorithms are carried out in G3 of Fig. 3 . The all-pairs shortest paths are as follows. Figure 5 . the modified ARPA network G5 Figure 4 . ARPA network G4, used by [14] 
The results of the proposed algorithm are listed in Table IV . The link importance ranking of the proposed algorithm from Table IV is e 4 ,e 5 >e 2 ,e 3 ,e 6 ,e 7 >e 1 ,e 8 and that of the algorithms in [5, 10] are both e 4 ,e 5 >e 2 ,e 3 ,e 6 ,e 7 ,e 1 ,e 8 . The difference of the two rankings is the judgment of e 1 and e 8 . Because e 1 and e 8 are in series with e 2 ,e 3 and e 6 ,e 7 respectively, the importance of e 1 obtained by the algorithms in [5, 10] is the same as e 2 ,e 3 and so is e 8 . Besides, e 1 ,e 2 ,e 3 and e 6 ,e 7 ,e 8 are completely symmetrical in G3. Therefore, the importance of the six edges is equal based on the algorithms in [5, 10] .
It can be seen from Fig. 3 that e 2 ,e 3 ,e 6 ,e 7 are symmetrical, so they have the same importance, so do e 1 ,e 8 . But the two groups of edges are dissymmetrical. We have to distinguish the importance between them. e 1 connects the node x1 with x2 in G3. The data packets between x1 and x2 are transferred through e 1 . When e 1 is disconnected, the original data packets through e 1 make a detour of e 2 and e 3 . It only influences the communication between x1 and x2. When e 2 is disconnected, the data packets between x1 and 3, 4, 5, 6, 7
x x x x x all have to make a detour of e 1 and e 3 . It largely increases the communication burden of e 1 as well as e 3 , and decreases their reliability. So the influence of e 2 on the performance of network communication is greater than e 1 and e 2 is more important than e 1 obviously. Therefore, the algorithms in [5, 10] which obtain the link importance based on the network connectivity are unintuitive. The proposed algorithm provides the reasonable evaluation of G3 based on the characteristic of network communication.
D. Example 4
An relatively complex ARPA network is utilized to analyze the proposed algorithm and the algorithms in [5, 10] . Fig.4 is an ARPA network, and Fig.5 is obtained by adding an edge e 9 in Fig.4 . The all-pairs shortest paths of G4 are as follows. The link importance ranking of the algorithms in [5, 10] is e 4 ,e 5 >e 1 ,e 2 ,e 7 ,e 8 >e 3 ,e 6 >e 9 , and the proposed one is e 4 ,e 5 > e 2 ,e 7 >e 1 ,e 8 >e 9 >e 3 ,e 6 . e 1 ,e 2 ,e 7 ,e 8 are symmetrical in G4, so they have the same importance. e 2 ,e 7 and e 1 ,e 8 are symmetrical respectively in G5, but the two groups of edges have no symmetrical relationship. The algorithms in [5, 10] still get the results that the four edges have the same importance as in G4, because they evaluate the link importance based on the network connectivity. As long as the serial relationship of e 1 and e 2 does not change, the evaluation of link importance between them is equal, so is e 7 and e 8 
respectively, so e 9 is more important than e 3 . G5 is obtained by adding an edge e 9 in G4. According to Fig.4 and Fig.5, e 9 shares the communication burden of 3 4 5 6 , , , e e e e and decreases their importance obtained in Fig.4 . e 9 connects with e 2 ,e 7 , so part of the data packets which are originally transferred through e 1 ,e 8 with prior choice in G4 will choose e 2 ,e 7 in G5. Therefore, it increases the importance of e 2 ,e 7 and decreases the importance of e 1 ,e 8 .The results of the proposed algorithm of G4 and G5 are listed in Table V and Table VI respectively. They reflect the change of link importance intuitively and give a reasonable evaluation of link importance.
IV. CONCLUSION
The existent link importance evaluation methods are all based on the criterion of link deletion or its equivalent rule, link contraction. The biggest problem of link deletion is that when evaluating the serial edges and those edges whose deletion causes the network to fragment, these methods obtain the same importance ranking. However, the importance of these edges is intuitively different. The serial structure is the most common structure of a communication network, so it produces a big obstacle for the application of the current algorithms. This paper proposes a link importance evaluation method based on the characteristic of network communication. The link importance is determined by its using frequency in all-pairs shortest paths of a network. Without the edgedeletion and edge-contraction methods, the proposed algorithm directly reflects the edge's contribution to the network communication. The algorithm analyses and the experimental results show that keeping the efficiency of the current algorithms, the proposed algorithm overcomes their shortages and provides a more intuitive and reasonable principle for ranking edges. 
